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©2021 IPVideo Corporation. All Rights Reserved. This manual or parts thereof may not be reproduced in
any form unless permitted by contract or by written permission of IPVideo Corporation.

ABOUT THIS DOCUMENT
The HALO Quick Start Guide explains how to make initial connections and settings for new HALO Smart
Sensor devices. The following are prerequisites.

TRADEMARK ACKNOWLEDGMENTS

IPVIDEO CORPORATION and HALO SMART SENSOR and HALO DEVICE MANAGER are registered trademarks
or trademark applications of IPVideo Corporation in various jurisdictions. All other company names and
products are trademarks or registered trademarks of their respective companies.

SUPPORT

Should you require any technical assistance, please contact your IPVideo Corporation Authorized Reseller.
If your questions cannot be answered immediately, your reseller will forward your queries through the
appropriate channels to ensure a rapid response. If you are connected to the Internet, you can download
user documentation and software updates.

Technical Support via Telephone: (631) 647-9970
Technical Support via Email: techsupport@ipvideocorp.com

Live technical support is available Monday through Friday (excluding holidays) between the hours of
8 AM and 5 PM Eastern Standard Time.
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SETUP PREREQUISITES
1. One or more HALO Smart Sensor devices connected to a standard office network where
the steps in the HALO Installation Procedure have been followed resulting in confirmation
that the device is operating and physically connected to the network.
2. Use one of three ways to find HALOs on the network.
supply at least a temporary DHCP Server to provide an initial IP Addresses
use self-assigned APIPA addresses
IPv6 Scan
3. If static addressing is planned, then the correct subnet mask, gateway address, and DNS
address must be known.
4. An accessible Windows 10 PC connected to the same network with the Chrome web
browser installed and must have the HALO Device Manager (HDM) installed, available at:
https://halodetect.com/resources/software-tools/

FINDING HALO SMART SENSORS ON A NETWORK

Start HALO Device Manager (HDM) on the PC by double clicking the program icon. Please refer

to the HDM Guide for connection instructions, available at:
https://halodetect.com/resources/software-tools/

There should be an IP address for each HALO device on the network (for example, 192.168.1.X ).

“ " Halo Device Manager 2.0.4 - 12/12 selected - a X
File | Devices | Actions View

Sel M Device Scan Device UPKVers HW Vers 0S Vers LED Clock Boot Time

BE IP Scan Support_Michael 21 1 22 0 16 13:11:235 09 08:40:37.1
IZ 1Pv6 Scan onathan_Halo_Texas2 2.1 | 2 (22 0 16 13:11:56.2 i 08 10:37:208
,B Add User/Pwd onathan_Halo_Texas .2 02 A2 ,22 0 4 16 13:11:55.7 04 14:10456
_ PV_Hal Celing! 20 2 22 0 [161311561 101026034
B¢ : alo Device 20 |2 22 0 [1613:11:56.1 | 16 11:5251.7
O AR Daress sh_Bow 21 2 22 0 161311566 100809524
B! Remove Selected Device(s) PV_Confrence_Room ’2 1 ‘2 .2 2 0 . 16 13:11.56.2 | 10 08:45:14.0
BOZ7EBSOREDE TTO T 12T IPV_Classroom 21 2 22 0 [161311569 141346432
B827EBIESEE0 |10.1.7.191 IPV_Hall_Celing2 21 2 22 0 1613:11:56.2 10 08:45:126
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FIRST TIME SETUP

Establishing Connection

Connecting to a HALO device can be done in
two separate ways. It can be done by selecting
HALO Device Manager (HDM) and pressing
Open Web Page from the Actions drop menu.
This is the preferred method for setting up
multiple Halos at once. It can also be done by
typing the HALO device’s IP address in Google
Chrome. A popup will appear asking for a
username and password. Type “admin” for the
username and “changeme” for the password.
Click “Sign in”.

Security Recommendation

The following prompt will pop up. For security
reasons it is recommended to click the blue
text saying, “Click here". This will ensure
passwords are not

visible on the network.

If you follow the security recommendations
a popup from Chrome will give a warning
saying, “Your Connection is not private”. The

QUICK START GUIDE FIRST TIME SETUP Page 5

Sign in
httpi//172.16.16.33

Your connection to this site is not private

Username admin

Password

--------

Click here to switch to the HTTPS version of this form for increased security

(':'.N:Q
Initial Device Setup Administrator Credentials
Username
usernam
least 5 chai e
contain no spaces o
spedi ilcha racters
Password n

Confirm Password

warning means the browser does not know who the server is but the connection is actually
secure. Click “Advance”, then click “Proceed to <ip address> (unsafe)”.

A

Your connection is not private

Attackers might be trying to steal your informaticn from 172.16.16.33 (for e
passwords, messages, or credit cards), Leam more

example,

NET:ERR_CERT_AUTHORITY_INVALID

Hide advanced

This server could not prove that it is 172.16.16.33; its security certificate i1s not trusted by
your computer's operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection.

Q To get Chrome’s highest level of security, turn on enhanced protection

A'_iv.‘ noed

CLICK
HERE

Back to safety

Proceed to 1*|216.16.53 (unsafe)

CLICK
HERE

1490 North Clinton Ave, Bay Shore NY 11706 | ipvideocorp.com |
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Administrator Credentials
The search bar will say “Not secure | https”. Again, this in fact is safe and preferred. Under “Initial

Device Setup” type in the username “admin” and a password of your choice.

Bl Initial Divice Setup *® + -] - 2 2
&= 5 A& Notsecure | Wesps/172.16.16.33/pages/setuphtmil a « 0@ s @ »@ :
‘E'M-AH T SEHSI:Ih!)
_.——-—.-#l
Initial Device Setup Administrator Credentials
Username | | % |
U rnanmse must be at
beast 5 characters and
CONLtain NO SpaCes of
special characters
Password n
Confirm Password
Username | samin v |
Password | ... v
Confirm Password | . v |
Device Name & Timezone Initial Device Setup Device Name & Timezone
Click “Next”. The following Device
. . . Specify a unique name for the HALO Smart Sensor. This name will be used as the device's identity in the Web Browser,
Setu p p rom pt Wi I | a ppea r. Fl I I 18] Notifications, HALO Cloud, and 3rd Party Integrations.
the information for “Device Name”, Device Name | Halo Device
“Timezone”, and “Cou ntry"‘ Timezone  Chicago (Central) s
Country  United States <
Select the timezone and country from the dropdown menus that align with where the HALO Smart Sensor will be physically
installed.
Next

-
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Email Provider Initial Device Setup SMTP Email Settings

Another Initial Device Setup prompt
will appear. This is the last one. Start
by clicking “Select Email Provider” in
the top right corner and select the
email provider to use with the HALO

Host

Username

Select Email Provider Custom #

Port | 25

Password n

Security O Normal ® High (port 465 only)

device.
Sender email@email.com
Once an E ma | I prOVIder |S Se|eCted, Recipients email@email.com,email2@email2.net

information on Host, Port, Security,

and Auto Correct will update. In

most cases “Auto Correct” will not be
necessary. Auto Connect is used to

Also send test email(s) Email Status:
Auto Correct Unconfigurad

find the correct email settings but the

server may block the email due “Auto Connect” trying
to many ways to connect. Fill in the other requested
information for Username, Sender, Recipients, and
Password. Then click “Save and Test Connection” then
click “Next”.

License Agreements

SMTP Email Settings

Select Email Provider Custom #
1

Custom

Port | 25 AOL
Yahoo!

< Gmail
Outlook

Password

IPVideo Corporation’s License Agreement and Privacy Policy will pop up next. After reading the
following information click “I have read the above” and then “Next”.

& 3 € A Notsecure | meps//17216.16.33/pages/eula htmi a ¥ ® s D@ :

o
<HALOy

-
«HALO»

IPVideo Corporation Privacy Policy

IPVideo Corporation End User License Agreement

IFVideo Corporation End User License Agreement
v bing ot beomen (Ve Corperaion (Lermaor) i you (2 il
formare (“Safrwars ) which scccespunses this Agreemezt and i contained i cee of
s ol P ot Vo 3 Agmesent o, bt o 8%t , AL

AND (B) REFRESENT AND WARRANT THAT. (1) YOU ARE OF LEGAL AGE 10 ENTER S0 A B, AGREEMENT, AND (1) [F
AT, OO ERHAENTL CRINEATICH O (THER LECAL EMTITE A HIGR

Pvidea Comporation (‘Company’. “we', ‘our’ or “ax’) respects your prvacy and i commiied fo geofectng i hrough cur complance wih i
Picy Pl (B Pl e Ses ok deloc e e o e 3 s scmen e whn dcsaes s s e
This Policy describes the types of information we may collect from you o that you may provide when you visit the Company's websie located at

THIS AGREEMEN! ARBITRATION (ON AN INDIVIDUAL BASIS ONLY. L E(ASEWSOI.'IDF\TMEA.\'!} bt wrevwe ipvidiecconp com (our ‘Webaite”) o arry of our soial media sccounts o wetpages (The “Social Medka Sites’) and ou practces for
MSMHU.\"SAM\'\Q D) IN ORDER, TO RESOLVE DISPUTES LICENSOR PROVIDES THE SOF colecting processing wsig elanng protecing and Gisclosing that information As used i s Polcy the word *Sites’ shall nchude B
THE TERMS AND CONDITH SACP—E\Q\TA’BQ.\"H‘ECG\'DIT’Q\MLC‘E\'S-EACCUTS..\'D(‘MM_'ES o Compamy's Website, Sackal Media Sies, and any appicalions o« platiosms ollrsd by the Company

THEM BY USING THE SOFTWARE, TOU () ACCEPT THIS AGREEMENT AND AGREE TO BOUND BY ITS TERMS,

1, PORE, By atcessng the Company's Sk, you comerd fo the colockion. proctasng, use. relerbion, prolecbon and discknure of your eormation by

Privacy Policy

Ihave resd the abeve

A\D AUTHORITY T0 EVTER INT0 TS AGREENENT O BEHALF OF LICENSEE 10 51D S TERMS AND ki e Bl
NSEE DOES NOT AGREE R5 AND CONDITIONS OF THIS \GREL\E\ LICENSOR WLL NOT Fam ity . "“““.':“,,sf,"m::";’u‘f_‘“’w“'““ b g :mﬁ:‘l?:.::
:“E\ﬁ-ﬁmmmU:E\‘SEzl\n‘w MUSTNOT USE THE e Berrnis MnC CONBONS. EFrvacy PORCy BRAICH hed polcaes (the * Social Media Plationm Fsbkes’) of ary of T 30Gal medd wedsies platiorms.
Wi Gt 1 S 3ot o oot o Lieror it gl i o musnmz..mmaw nc aopicaons on which he Comoany's Social Mecka Saes resds. In 868on,1cu 35266 10 b Bound by aey olher lers. and conditicea posted
Licensor bereby gram 10 Licensee § 2cg-en ren tramenble, e, lizited emse during the Terms (hereimadter oy the Commpany cm any of he Company's Sdes
i L v oo ot e ey bt o ek
ecense grarted tmder this Agreement ("Anthorized Users'), the Softwre nd oll user mammals S —— -
provaded by Licemsee i prese, ke & s fom opaicn, ue, o the Sodtare Tris Policy o collect

Thave read the above

o [
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Save Settings & Reboot m’l_o
Whomever read the last two forms shall fill out <s-....mjfw)
the required information. Once filled out click Immmmmmm'xwmmmpmmmmm
“Save Settings and Reboot Device". Upon click e e
an information webpage will popup to give the Mo
user more information on how to effectively use B =
their device. A loading screen will appear of the = -
HALO Smart Sensor rebooting. Once the device is [ erseoammmsccas com
rebooted the webpage will open. = e
& Open Tour
€& 3 O A Notsecure | hitpsy/172.16.1633/reboothtmi a ® 5 T W .

Rebooting Halo Smart Sensor
Please wait...this could take a few minutes,
Do not remove power.
This page will attempt to reconnect automatically.

The Halo Device has been setup for the first time.

AL 2 » O
L=
«H Aﬁ) HALO Smart_Sensor .n. oo s
WART SENS ) o O[,‘[
& £ ol B
Dashboard Graph Sensors Snapshot
HALD Smart Senaor 10718/2621, 5595 Pid
F
X & y Z & @ m
Device Network Users Events Actions Notifications Integration Image
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Upgrade Options

Whomever read the last two forms shall fill out the
required information. Once filled out click “Next".
Upon click a prompt for Halo Upgrade Options
will appear. The options available effect your event
presets. Event presets change the events viewed
under dashboard and graph views. To apply the
newest Event Preset click the first option. To update
the current preset you have selected click the
second option. To keep all current preset conditions
the same, click the third option.

<HALD»

I have read the preceeding License Agreement and Privacy Statements.
Required Information

Name:

i Jog Installer

| IPVideo

Email:
[ oviceoaionasocom.com
Phone:

i 516.555.5234

Save Settings and Reboot Device

Open Tour

Halo Upgrade Options

@® Apply new Security And_AQI Event Preset
O Merge existing events with new event preset
O Keep existing events

Save Settings

New Event Preset

Open Tour

The Halo Device has been setup for the first time.

@
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@ 1 o B
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